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OMPEOENEHINA

B HacTosweM AOKYMeHTEe MCNOMb3YKTCA Cnefyouine TepMUHbLI U UX onpege-
NeHus.

ABTOMaTu3MpoBaHHasA CUCTeEMa - CUCTema, COCToAWas W3 nepcoHana u
KOMM/ieKca CpeAcTB aBTOMAaTU3aLMX ero AesTeNbHOCTU, peanusyrowas UHpopmaum-
OHHYI TEXHOMOMNI0 BbINOMHEHUSA YCTAHOBIEHHbIX (DYHKLUMIA.

AyTeHTU(MKaUnSa oTNpaBUTeNa AaHHbIX - MOATBEPXAEHMEe TOro, 4to OT-
npaBuTeNb MONYYEHHbIX AAaHHbIX COOTBETCTBYET 3aABMEHHOMY.

Be3onacHOCTb MepcoHanbHbIX AaHHbIX - COCTOSAHME 3aLMULLEHHOCTU Nepco-
Ha/lbHbIX [AAaHHbIX, XapaKTepu3yemMoe CMOCOBGHOCTbLIO MOJb30BaTeNeil, TeEXHUYECKUX
CPeACTB U UH(OPMALMOHHBIX TEXHONOMMA 06ecneynTb KOHDUAEHUNANbHOCTb, Leno-
CTHOCTb W AOCTYMHOCTb MEPCOHaNbHbIX AaHHbIX NpW UX 06paboTke B MH(POPMALMOH-
HbIX CUCTEMAX NepCoHasbHbIX AaHHbIX.

BuomeTpunyecKkme nepcoHasibHble faHHbIe - CBEAEHUS, KOTOpble XapaKTepu-
3YHOT (DU3M0N0TMYECKMEe OCOBEHHOCTM YeNloBEKA U HA OCHOBE KOTOPbIX MOXHO YyCTa-
HOBWUTb €ro /IMYHOCTb, BKAKOYaa qoTtorpaduu, oTneyaTky NanblesB, 06pa3 ceTyaTku
rnasa, 0CO6EHHOCTM CTPOEHUSA TeNa 1 APYryt NogobHy MHDopMaLmio.

BrnokupoBaHue NepcoHasbHbIX AaHHbIX - BPEMEHHOE NpekpalieHne cbopa,
cucTematmsaumm, HaKOMIeHWs, WCMOMb30BaHWSA, pPacnpoCcTpaHeHUs, MNepcoHasIbHbIX
AaHHbIX, B TOM YMC/e UX nepejayun.

Bupyc (KOMNbIOTEPHbIA, MPOrpaMMHbIA) - WCMOJHAEMbIA MPOrpaMMHbIi
KO WM MHTepPNpeTUpyeMblii Habop MHCTPYKUMA, 06nagatoLmini CBOMCTBaMN HecaHK-
LMOHNPOBAHHOIO pacnpocTpaHeHns 1 camoBocnpomn3segeHma. CosfaHHble fy6nmkKa-
Tbl KOMMbIOTEPHOrO BMpyCa He Bcerfga COBMAafaldT C OPUTMHANOM, HO COXpaHAaT
CNOCOOHOCTb K Aa/ibHeiLlleMy pacrnpoCTPaHEHMIO U CAMOBOCNPOU3BEAEHUIO.

BpegoHocHass nporpamma - nporpaMma, npefHasHavyeHHas A5 OCYLLEecTB-
NeHNs HeCaHKUMOHMPOBAHHOIo foctyna u (unvM) BO3AENCTBUS Ha MNepcoHasibHble
[aHHbIE NN pecypcbl MHPOPMALMOHHON CUCTEMbI NEPCOHANbHBIX AaHHbIX.

BcnomoratenibHble TeEXHUYECKME CpeAcTBa N CUCTEMbl —TeXHUYECKME cpef-

CTBa N CUCTEMBLI, HE MNMpPeAHa3HA4YE€HHbIE ANA nepegayvun, 06p&60TKVI N XpaHeHNA Mepco-
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Ha/IbHbIX AaHHbIX, YCTaHaB/1IMBaeMbl€ COBMECTHO C TEXHUYECKNMIWN CpeacTBaMn U CUC-
TeMaMi, npegHasHadYeHHbIMW A4 O6pa6OTKI/I nepcoHa/ibHbIX AaHHbLIX WX B MOME-
WeHNAX, B KOTOPbIX YCTaHOBNEHLI I/IHCpOpMaLl,I/IOHHbIe CNCTEMblI MNMEPCOHANbHbIX

[aHHbIX.

JocTyn B onepauyuoHHY cpedy KomnbioTepa (MHGOPMaLWMOHHOW cuUcTe-
Mbl MepCOHasbHbIX AaHHbIX) - MONy4YeHMe BO3MOXHOCTU 3amnycka Ha BbINOJHe-
HMWe LWTaTHbIX KOMaHA, (MYHKUWIA, npoueayp onepayyvoHHOW cucTeMbl (YHUUTOXe-
HWUA, KOMWPOBAHWA, MepeMelLeHns 1 T.M.), UCNONHAEMbIX (ailnnoB NpPUKIagHbIX
nporpaMmm.

[ocTyn K MHGpopMaumm - BO3MOXHOCTb NOMYyYeHUs UHDopMaunn n ee nc-
MoNb30BaHMUS.

3aknafo4yHoe YCTPOMUCTBO - 3/1IeMEHT CPeACTBa CbeMa MH(OpMaLnK, CKPbIT-
HO BHeApseMblid (3aKnajblBaemblii UM BHOCUMbIA) B MecTa BO3MOXHOI0 CbemMa WH-
(hopmaymm (B TOM 4yucne B OrpaxkaeHune, KOHCTPYKLMtO, 060pyfoBaHne, NpeaMeThbl
NHTepbepa, TPaHCNOPTHbIE CPeACTBa, a TakKe B TEXHUYECKMe CpeacTBa U CUCTEMbI
06paboTKN MHMDopMaLun).

3awmuwaemasa nHgpopmaymsa - nHpopmayma, aBnarowasca npegmeTom cob-
CTBEHHOCTM W MoAsiexallas 3awmte B COOTBETCTBUN C TpebOBaHUAMM NPaBOBbIX f0-
KYMEHTOB UM TpeboBaHMAMMN, yCTaHABNMBAEMbIMWU COBCTBEHHMKOM UHGOpMaL N,

NpeHTndmKayna - npucBoeHne cybbektam 1 06bekTam goctyna ngeHTngu-
KaTopa u (MnKn) cpaBHeHWe NpeabABIAeMOro naeHTUgMKaTopa ¢ NnepevyHem NpmucBo-
EeHHbIX WAEHTU(NKATOPOB.

NHpopMaTUBHBLIA CUTHAN - 31IEKTPUYECKNE CUTHaNbI, aKyCTUYECKUE, 3/eK-
TPOMarHuTHble N Apyruve (u3nyeckue Mnons, no rnapameTpam KOTOPbIX MOXET ObITb
packpbiTa KOH(MAeHUManbHas WHGopmaymua (nepcoHanbHble fJaHHble) 06pabathbl-
BaeMast B UH(hOpMaLMOHHON CUCTeEME NepCOHaNIbHbIX AaHHbIX.

NHdpopmaynoHHasa cuctema nepcoHanbHbIX AaHHbIX (MCMAOH) - nHMOp-
MaLMOHHasA cuctema, npefcTaBnsAtoLLasd co60i COBOKYMHOCTb MEePCOHasIbHbIX AaH-

HbIX, COAepXalllMxcs B 6a3e AaHHbIX, a TAKXKe MHPOPMALMOHHbIX TEXHONOTUIA U Tex-
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HUYECKUX CPeAcTB, MO3BOMAKLUINX OCYLLECTBNATL 06pabOTKy TaKMX MEePCOHasbHbIX
[laHHbIX C MCNOMb30BAHNEM CPEeACTB aBTOMaTM3aUnn nnm 6e3 NCNonb3oBaHUS TaKUX
CPeacTB.

MHopMaynOHHbIE TEXHONMOMMN - MpoLecchbl, MeToAbl MOMCKa, cbopa, Xpa-
HeHus, 06paboTKKM, NpPeaocTaBfeHUs, PacnpPoCTpaHeHUs MHGopMaumMm u crnocoosl
OCYLLLEeCTBNEHNA TaKMX NPOLLECCOB N METO/0B.

Micnonb3oBaHMe MepCcoHasibHbIX AaHHbIX - AencTBMA (onepauun) ¢ nepco-
HaNlbHbIMW AAaHHbLIMW, COBEPLUAEMbIE OMEPATOPOM B LIENSAX MPUHATUA PELLUEHUIA UK
COBEPLUEHUS MHbIX [AEACTBUI, MOPOXAAOLWMX HPUANYECKUe NocneacTBUs B OTHO-
LUEHNN CYObeKTa NEpPCoHaNbHbIX AaHHbIX UK APYrux nuy nnéo MHbIM 06pa3oM 3a-
TparmearlLLMX npaea U cBO60AblI Cy6bEKTA NEPCOHANbHbLIX AaHHbIX U APYTUX NUL,.

MCTOUYHNK yrpo3bl 6e30nacHOCTU MHGopMaumm - cyobekT focTyna, marte-
puanbHblil 06BEKT UM (HN3NYECKOE SIBNIEHUE, SBNSOLWMECA MPUYNHOMW BO3HUKHOBE-
HUA Yrpo3bl 6e30NacHOCTU UHDOPMaLnK.

KoHTponupyemasa 30Ha - NPOCTPaHCTBO (TEPPUTOPUSA, 34aHMe, YacTb 3[aHns,
MOMeLLEHNE), B KOTOPOM UCK/TKOYEHO HEKOHTPONIMpyemoe npebbiBaHNe NOCTOPOHHUX
N1, a TakXKe TPAHCNOPTHbIX, TEXHUYECKUX N UHbIX MaTepuanbHbIX CPEACTB.

KoHunaeHUManbHOCTb MepCcoOHanbHbIX JaHHbIX- 0053aTenbHOe ANs Co-
6M04eHNSA 0MepaTopoM WU UHBLIM NONYUYMBLUMM AOCTYN K NEPCOHaNbHbIM AaHHbIM
NnuoM TpeboBaHMe He JonycKaTb UX pacnpocTpaHeHue 6e3 cornacus cyobekra nep-
COHa/IbHbIX AaHHbIX N HaNNYNSA NHOTO 3aKOHHOI0 OCHOBAHMA.

MeXceTeBOW 3KpaH - fIoKanbHoe (0OAHOKOMMOHEHTHOE) NN (hyHKLUMOHaNb-
HO-pacrnpefeneHHoe nporpamMmHoe (nporpaMmHo-anmnapaTHoOe) CpeacTBo (KOM-
MNEKC), peannaytolllee KOHTPO/b 3a MHGopMaLumMen, noctynarLwein B MHGoOpMaLMOH-
HYH CUCTEMY MepcOoHaNbHbIX AaHHbLIX U (UAK) BbIXOAALLEW M3 MHDOPMALMOHHOW
CUCTEMBI.

Hapywmntenb 6e30MacHOCTU MepcoHasibHbIX AaHHbIX- PU3MYecKoe nunuo,

CNyyYaiiHO MM NpeaHaMEepeHHO coBepluatolLlee AelCTBUS, CNeACTBUEM KOTOPbLIX SBNS-



eTCs HapylUeHne 6e30MacHOCTU MePCOHaNbHbIX JaHHbIX MPU UX 06paboTKe TEXHMYe-
CKUMM CPefiCTBaMU B MHDOPMALMOHHbIX CUCTEMAX NMEPCOHANIbHbBIX JaHHbIX.
HeaBTOMaTU3npoBaHHas 06paboTKa MepcoHasbHbIX JaHHbIX - 06paboTKa
MePCOHaNbHbIX AAaHHbIX, COAEPXALLUXCH B MHMOPMALIMOHHOW CUCTEME MEPCOHasb-
HbIX laHHbIX NN60 W3BMIEYEHHbIX W3 TAKOW CUCTEMbI, CUUTAETCA OCYLLECTB/IEHHO
6e3 MCNonb3oBaHWUs CPeACTB aBTOMaTM3auMn (HeaBTOMAaTM3MPOBAHHON), ecnn Takue
[EeNCTBUS C MEPCOHaNbHbIMU AaHHLIMWU, KaK WCMOMb30BaHWe, YTOYHEHWe, Pacnpo-
CTPaHEHMWe, YHUUTOXEHNE MEePCOHaIbHbIX AaHHbIX B OTHOLLUEHUU KaXAoro U3 cy6b-

€KTOB TMePCOHa/IbHbIX AaHHbLIX, OCYLLECTBNAKOTCA MNPU HernocpegCcTteeHHOM Yy4YaCTuin

uenoBeKa.

HeneknapupoBaHHble BO3MOXHOCTM- (YHKLUMUOHANbHbIE BO3MOXHOCTM
CPeAcTB BbIUMCNNTENLHON TEXHWUKW, HE OMMUCAHHbIE WKW HE COOTBETCTBYHOLLME OMU-
CaHHbIM B [OKYMEHTALMW, NP MCMOMb30BaHMM KOTOPbIX BO3MOXHO HapyLleHue
KOH(MAEHUMANbHOCTU, AOCTYMHOCTU WU LIENOCTHOCTM 06pabaTbiBaemMoit MHAop-
MaLuu.

HecaHKUMOHUPOBAHHbIA [A0CTyn (HeCaHKUMOHUPOBaHHbIE AeicTBUSA)-
A0CTYN K MHopMaLumn unu aeicTena ¢ MHopmalmeld, HapyLuatoLne npasuna pas-
rpaHMyeHns A0CTyna ¢ UCNONb30BAHMEM LUTATHbLIX CPeACTB, NPeAoCTaBNSeMbIX WH-
OpPMaLMOHHBIMW CUCTEMAMM MEePCOHAaNbHbIX AaHHbIX.

Hocutenb MHMopMaLmn - Guanyeckoe NNLLO UK MaTepuanbHblii 06beKT, B
TOM uucne (U3NYECKoe Mosne, B KOTOPOM MHGOpMaLMs Haxo4uUT CBOe OTpaXKeHue B
BUJE CMMBO/NOB, 06pa30B, CMrHAN0OB, TEXHUUYECKMUX PELLUEeHNA U NpoLILeccoB, Konuye-
CTBEHHbIX XapakKTepUCcTUK PU3NUYECKNX BENNUMH.

Ob6e3nnunBaHune NnepCcoHas/ibHbIX AaHHbIX - lEl,EI‘/JICTBI/IFI, B pe3y/ibTaTteé KOTO-
pbIX HEBO3MOXXHO OMpeaennTb MNMpuHagne>XXHoCTb MEPCOHa/lbHbIX AaHHbIX KOHKPET-

HOMY CY6bEKTY NEpPCOHaNbHbIX JaHHbIX.
O6paboTKa NepcoHasibHbIX faHHbIX - AercTBUSA (onepaymnmn) ¢ nepcoHasb-
HbIMW AaHHbLIMW, BKAKOYasA cOop, cMcTeMaTM3alUnIo, HaKOMNIeHNe, XpaHeHne, yToYHe-

Hue (0GHOBNEHWE, WU3MeEHeHUe), UCMOMb30BaHWe, pacnpocTpaHeHue (B TOM 4uchne



nepepavy), o6esnnumBaHue, GMOKMPOBAHME, YHUUTOXEHWE MepCOoHabHbIX faH-
HbIX.

OO6LLEea0CTYMHbIE NEePCOHaNbHbIE AaHHbIE - NEpPCOHarnbHble AaHHble, AOCTYM
HEOrpaHUYEHHOro Kpyra L, K KOTOPbIM NMpeaocTaBneH ¢ cornacus cy6bekta nepco-
HaNbHbIX JaHHbIX UK Ha KOTOPblE B COOTBETCTBMU C (hefepasibHbIMU 3aKOHAMMW He
pacnpocTpaHsieTcs TpeboBaHMe COBNOAEHNS KOHDUAEHLNANBHOCTHN,

OnepaTtop (MepCOHasnbHbIX JaHHbIX) - FOCYAAPCTBEHHbI OpraH, MyHULIN-
nafbHbIiA OpraH, PUAMYECKOe WAN (U3NYECKOe NUL0, OopraHusyolee u (Mam)
oCyLLecTBAAOLEe 06paboTKY MEePCOHANbHbIX AaHHbIX, a TaKXe onpeaensiolime Le-

N 1 cofepxxaHne 06paboTKM NEPCOHaNbHbIX AaHHbIX.

TexHuyeckme cpeacTtea WHMPOPMALMOHHON CUCTEMbl MepPCOHaNbHbIX
AAHHbIX - CpeAcTBa BbIYNCANTENbHOW TEXHWUKKU, MHPOPMALMOHHO-BbIYNCNTENbHbIE
KOMMNMEKCbl W CeTW, CPeAcTBa M CUCTEMbl Mepefayu, npuema u obpabotkm MAH
(cpeacTBa M cUCTEMbl 3BYKO3anuCK, 3BYKOYCUIEHMWS, 3BYKOBOCMNPOM3BEAEHUS, nepe-
rOBOPHbIE U TE€NEBU3NOHHbIE YCTPONCTBA, CPeACTBA M3rOTOBNEHUA, TUPAXKNPOBaHUA
NOKYMEHTOB W Apyrue TexXHUYecKue cpeactsa 06pabOTKM peyeBOM, rpadmyeckou,
BUAEO- N OYKBEHHO-LM(POBOI MH(OpMaLMK), NporpaMmHble cpeacTea (onepawunoH-
Hble CUCTEMbI, CUCTEMbI YNpaB/ieHns 6aszamu JaHHbIX U T.M.), CpeAcTBa 3aWnTbl NUH-
(hopmayuu, NpUMeHsAeMble B UHHOPMALMOHHbIX CUCTEMAX.

MNepexBaT (MHMOpPMaLMKN) - HenpaBOMEPHOE MONyYeHUe UHDOpPMauumn ¢ umc-

MOJ/ib30BaHNEM TEXHUYECKOIO CPEACTBaA, OCYLLECTBAAKOLLEINO 06Hapy>|<eH|/|e, npuemMm u

06paboTKY MHPOPMATUBHbLIX CUTHAMOB.

MepcoHanbHble AaHHble —/06as MHpOPMaLNS, OTHOCALLASCS K OnpefeneH-
HOMY WX ONpPeAensieMOMY Ha OCHOBaHUM TakKoi WMH(opMauuu QU3NYeCKoMy nuLy
(Cy6BbEKTY NepcoHanbHbIX JaHHbIX), B TOM yucne ero hamunus, ums, 0T4ecTBo, o,
Mecsl, Aata M MEecTO POXAEHWs, afpec, CemeiiHOe, couuanbHoe, MMYLLECTBEHHOE
nonoxeHve, o6pasoBaHune, npogeccusi, 4OX0AbI, Apyras MHHopMaLUS.

MoGOYHbIE 3NEKTPOMArHUTHbIE M3/YUYEHUS WU HABOAKMW - 3NEKTPOMarHuT-

Hble M3/y4YeHUs TEXHUYECKUX CPeAcTB 06paboTKM 3alliuliaeMoii MH(OopMaLMK, BO3-



HUKalLMe Kak NO60YHOe SIB/IEHNE W Bbl3BaHHbIE 3N1EKTPUYECKUMU CUTHaNaMu, Lein-
CTBYHOLWMMN B UX 3NEKTPUYECKUX N MArHUTHLIX Lensax, a TakkKe 3/1IeKTPOMarHnTHble
HaBOAKM 3TUX CUTHAN0B Ha TOKOMPOBOAALLNE IMHUWN, KOHCTPYKLUUM U LEeNn NUTaHuS.

MoNnTNUKa «4UCTOro CTOMa» - KOMMJIEKC OpraHu3aumoHHbIX MEpPONnpUATUiA,
KOHTPONNPYHOLWMX OTCYTCTBME 3annCbiBaHUA Ha ByMaXKHble HOCUTENN KNKOUeiR un at-
pnbyToB gocTyna (naponei) n xpaHeHMs nx B6An3nM 06bEKTOB AOCTYyMA.

Monb3oBaTeNb MHMOPMAaLMOHHOW CUCTEMbI NMEPCOHANbHbLIX JaHHbIX - K-
110, yyacTBytoLiee B (DYHKLMOHMPOBAHUN NH(OPMALMOHHOW CUCTEMbI MEePCOHaNbHbIX
[AaHHBIX U UCNOJb3YHoLLee pe3y/ibTaTbl ee PYHKUMOHNUPOBAHUA.

MpaBuna pasrpaHWyeHns AocTyna - COBOKYMHOCTb MNpaBw/, pernameHTu-
pYHOLMX NpaBa AocTyna cy6bbeKToB A0CTyna K 06bekTam AocTyna.

MporpammHasn 3aknajka - Koj nporpaMmmbl, npefHamepeHHO BHECEHHbIN B
NporpaMmy C LEbH OCYLWEeCTBUTb YTEeUKy, U3MEHUTb, O6M0KMPOBaTb, YHUUTOXUTb
MH(OpMaLMI0 UAW YHUUTOXWUTL U MOAUGMUMPOBaTbL MNpPOrpamMmHoe obecneyeHue
NH(OPMALNMOHHOM CUCTEMbI MEPCOHaNIbHbLIX AaHHbIX U (MAK) 6N10KMpPOBaTL annapat-
Hble CpeacTBa.

MporpammHoe (NporpammHO-MaTeMaTuMyeckoe) BO3AEACTBME - HeCaHK-
LMOHMPOBAHHOE BO3AENCTBME Ha pecypcbl aBTOMAaTU3MPOBAHHOW MH(OPMALMOHHOWA
CUCTEMbI, OCYLLECTB/ISSIEMOE C UCNOJIb30BaHNEM BPEAOHOCHbLIX NMPOrpamMm.

PacKpbITve NepcoHasibHbIX AAHHbIX - YMbILW/IEHHOE WX CNy4YallHOe Hapy-
LeHMEe KOH(PMAEHLMaNbHOCTM NEPCOHaNbHbIX JaHHbIX.

PacnpocTpaHeHue MepcoHasibHbIX AAHHbIX - [AeACTBUA, Hamnpas/eHHble Ha
nepegavy nepcoHanbHbIX [aHHbIX OMpeAeneHHOMY Kpyry nuy (nepegada nepco-
Ha/lbHbIX [JaHHbIX) WAXM Ha O3HAKOMJ/IeHMEe C MepcoHasbHbIMU AaHHbIMW HeOorpaHu-
YEHHOro Kpyra nuu, B TOM 4yucne o6HapoAOBaHMe MepcoHasbHbIX AaHHbIX B CPeAcT-
Bax MaccoBOM NH(opmaLmu, pasMeLleHmne B NH(OPMaLMOHHO-
TeNeKOMMYHUKaALMOHHbIX CeTAX WAN NpefocTaB/eHMe [0cTyna K MepCOoHasbHbIM

JaHHbIM KakKMM-1M60 MHbIM CNOCo60M.



Pecypc MH(POPMALMOHHON CUCTEMbI - MMEHOBAHHbIA 31eMEHT CUCTEMHOTO,
NPUKNaAHOrO WAW annapaTHOro ob6ecrneyvyeHnss YHKUMOHUPOBAHUA MH(OPMALMNOH-
HOW CUCTEMBbI.

CneunanbHble KaTeropuMm MNepcoHasibHbIX AaHHbIX - MepCcoHasnbHble AaH-
Hble, Kacatolnecs pacoBOW, HaLWMOHaNbHON NPUHAANEXHOCTU, NONUTUYECKUX B3rNs-
[0B, PENUTNO3HbIX NN NNOCONCKUX YOEXAEHWIA, COCTOSHNS 340P0BbS U UHTUMHO
YXU3HW CyObeKTa NepCoHasbHbIX AaHHbIX.

CpeacTBa BbIYUCAUTENbHOW TEXHUKW- COBOKYMHOCTb MNPOrpamMMHbIX U
TEXHUYECKNX 3NEMEHTOB CUCTEM 06PabOTKM AaHHbIX, CMOCO6GHbLIX (YHKLUWUOHMPO-
BaTb CAMOCTOSATENIbHO UK B COCTaBe APYrMX CUCTEM.

Cyb6beKT goctyna (CyobEKT) - NULO WX NpoLecc, AenCTBUS KOTOPOro per-
NnameHTMPYHTCSA NpaBunammn pasrpaHuMyeHuns goctyna.

TexHUYECKNN KaHan yTeuykKn nHhopmaynum - COBOKYMHOCTb HOCUTENS WH-
thopmaumn (cpeactea 06paboTku), PU3MYECKON cpeabl pacnpocTpaHeHUs NH(opMa-
TMBHOIO CMrHana n CpefcTs, KOTOPbIMY A00ObIBAeTCS 3aliuilaeMas UHpopmaLus.

TpaHcrpaHMuyHasa nepefava MepcoHaNbHbIX AaHHbIX- Nepegayva nepco-
Ha/bHbIX AaHHbIX OomnepaTopoM 4epe3 [OCyAapCTBEHHYH rpaHuuy Poccuiickoin de-
Aepauumn opraHy BfacTU MHOCTPAHHOrO rocygapcTea, (hM3MUYecKOMY unu opugunye-
CKOMY N1y MHOCTPaAHHOro rocyaapcraa.

Yrpo3bl 6e30MacHOCTM MepCcoHaNbHbIX AaHHbIX - COBOKYMHOCTb YCNOBMWIA U
(hakTOpOB, CO34alLWMNX ONACHOCTb HECAHKLUMOHMPOBAHHOIO, B TOM YMC/E CNYyYalHo-
ro, 4OCTyna K MepcoHanbHbIM AaHHbIM, PE3y/bTaTOM KOTOPOro MOXeT CTaTb YHUY-
TOXEHWNE, N3MEHEHNe, 6N10KMPOBaHNE, KONMUPOBaHME, pacnpoCcTpaHeHNe MepcoHarsb-
HbIX AaHHbIX, & TaK)Xe WHbIX HECAHKLMOHNPOBAHHbIX AeACTBMUIA Npu X 06paboTKe B
NHOPMALMOHHOW CMCTeME NMepPCOHaNbHbIX AaHHbIX.

YHNYTOXEHNE NepCOHaNbHbIX AaHHbIX - AEeACTBUA, B pe3ynbTaTe KOTOPbIX
HEeBO3MOXXHO BOCCTAHOBWTb COfepXKaHWe NepCOoHaNbHbIX AaHHbIX B MH(OPMaLNOH-
HO CUCTEME MepPCOHaNbHbIX AaHHbIX WAM B pPe3yNnbTaTe KOTOPbIX YHUUTOXKAKTCS

MaTepunasibHble HOCUTENWN MEPCOHA/IbHBIX AaHHbIX.



YTeuka (3awuuiaemoit) mHdopmaunum no TeXHUUYECKMM KaHanam- He-
KOHTPONMPYEMOE pacnpocTpaHeHne UHAOPMaLUM OT HOCUTENs 3aliuLLAaeMOi WH-
thopmaLun Yepes HU3NYECKYHO Cpedy A0 TEXHUYECKOr0 CPeACTBa, OCYLLEeCTBASIOLLLe-
ro nepexsaT MH(pOPMaLUN.

YupexaeHune - YUpex/aeHust 34paBo0XpaHeHns, coLunanbHoli chepsl, Tpyaa u

3aHATOCTN.
YSA3BMMOCTb - CNa6ocTb B CPeACTBaX 3aliUTbl, KOTOPYH MOXHO MCMO/b30-

BaTb A1 HAPYLLEHWS CUCTEMbI UK COAEpPIXKaLLelics B Heli MH(opMaLmuu.
LLenocTHOCTb MHOopMaLUKM - CNOCOOGHOCTL CPeACcTBa BbIUUCIUTENbHOW TeX-

HUKW UM aBTOMATU3MPOBAHHO cUCTeMbl 06ecrneunmBaTb HEM3MEHHOCTb UH(OpMa-

LMK B YCNOBUSAX CyYaitHOTO M/UNK NpeHaMEPEHHOTO NCKaXeHUs (PaspyLLEHMs).
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OBO3HAUEHUNA NN COKPALLEHWA

ABC - aHTMBMpPYCHblE cpeacTBa

APM —aBTOMaTN3MpOBaHHOE paboyee MECTO

BTCC - BcnomorartefibHble TeEXHUYECKMe cpeacTBa U CUCTEMBI
NCIMAOH - nHhopmaymMoHHaA cMcTeMa NepcoHanbHbIX AaHHbIX
K3 - KoHTponupyemas 30Ha

NBC - nokanbHaa BblyMCNUTENIbHAA CeTb

M3 - MeXCceTeBOM 3KpaH

HC/L - HecaHKUNOHNPOBaHHbLIN A0CTYN

OC - onepaynoHHaa cuctema

MNAH - nepcoHanbHble AaHHbIE

MMB - nporpaMmMHO-mMaTemaTu4yeckoe BO3JeNCTBUE

MO - nporpammHOe obecneyeHune

M3MWH - no604YHble 3/1eKTPOMarHUTHbIE U3TYYEHWNS U HABOLKU
CA3 - cucTeMa aHanm3a 3aluLeHHOCTH

C3W - cpeacTsa 3aWmnTbl MHOPMaL MU

C3IMAH - cuctema (nogcucrema) 3alimMTbl NEPCOHANbHBIX AAHHbLIX

COB - cucTtema 06HapyXeHUs BTOPXEHWI

TKY N - TeXxHNYecKue KaHasbl yTeUYKn MH(opMaymn

YBIMAOH - yrpo3bl 6e30MacHOCTM NePCOHaNbHbIX AaHHbIX



BBEAEHWE

HacTtosuwas NMonutnka nHpopmaunoHHon 6esonacHocTn (panee - MNonnTUKa)
061aCTHOr0 rocyfapCTBEHHOI0 Ka3eHHOro y4upexkAeHWus 34paBooxpaHeHus "UpKyT-
ckas obnacTHas ncuxmarpuyeckas 6onbHuua Ne 2" (Lanee - MOMB Ne 2), ansetcs
ohmMumnanbHbIM 4OKYMEHTOM.

Monntuka paspaboTtaHa B COOTBETCTBUM C LeNAMM, 3afavyaMn U NpuUHLMNamu
obecneyeHns 6e30MaCHOCTM NEPCOHANbHbIX AAHHbLIX U3N0XEHHbIX B KOHLENUUN WH-
hopMaunoHHoi 6esonacHocTn NCMA NOTB Ne 2.

Monutnka paspabotaHa B COOTBETCTBMM C TpeboBaHMAMU PefepasibHOro 3a-
KoHa oT 27 uonga 2006 r. Ne 152-®3 «O nepcoHanbHbIX AAHHbLIX» WU NOCTaHOB/EHUA
MpasutenbcTBa Poccuiickoin depepauymm ot 01 Hos6pa 2012 r. Ne 1119 «O6 yT-
BEpPXAeHUN TpeboBaHUN K 3alnTe MepcoHanbHbIX AaHHbLIX NPU MX 06paboTKe B UH-
(hopMaLNOHHbIX CUCTEMaX MepPCOHaNbHbIX AaHHbIX», HA OCHOBaHWMU:

- «PekomeHpaumnin no obecrevyeHnto 6e30MaCHOCTU MepPCOHaNbHbIX AaHHbIX
npn nx 06paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHaNbHbIX LaHHbLIX», YTBep-
XOEeHHbIX 3amecTuTenem gmpektopa ®CTIK Poccum ot 15.02.2008 r.,

- «TUNOBbLIX TpeboBaHMI NO OpraHu3auun M obecrevyeHUo (YHKLMOHUPOBa-
HUSA WN(POBaNbHLIX (KpUNTOorpamMyeckmx) CpeacTs, npefHasHauYeHHbIX 414 3aWuThbl
MH(opMaLKUK, He cofepXXalleil CBeAeHWNn, COCTaBNAKLWNX rOCYAapCTBEHHYHO TalHy
B C/ly4Yae U3 UCNONb30BaHMA AN1A ob6ecrneyeHns 6e30MacHOCTU NepPCoHasbHbIX AaHHbIX
npn ux 06paboTke B MHHPOPMALMOHHbLIX CUCTEMAX MepPCOHaNIbHbIX AaHHbIX», YTBep-
XAeHHbIX pykoBoacTBom 8 LleHTpa ®CB Poccum 21.02.2008 1. No 149/6/6-662.

B Monutnke onpepgeneHbl TpeboBaHma K nepcoHany WCIMAH, cTeneHb OTBeT-
CTBEHHOCTU MepcoHana, CTPyKTypa M HeoO6XOoA4MMbIA YPOBEHb 3alULLeHHOCTH, CcTa-
TYC M LO/MKHOCTHble 0643aHHOCTM COTPYAHWKOB, OTBETCTBEHHbIX 3a 0becneyeHue

6e30MacHOCTK NepcoHanbHbIX AaHHbIX B UCMAH NOMB Ne 2.

12



1 06wumre NoNoOXeHNS

Llenbto HacTosAwen Monntruku asnseTca obecneyveHre 6e30NacHOCTN 06bEKTOB
sawmtel MOMB Ne 2 oT BCex BUAOB Yrpo3, BHELWHUX U BHYTPEHHUX, YMbILUNEHHbIX U
HenpegHaMepeHHbIX, MUHUMM3aLMA ywepba 0T BO3MOXHOW peanusauun yrpos 6eso-
nacHoctu MAH (YBMAR).

Be3onacHOCTb MepcoHaNbHbIX AaHHbIX AOCTUraeTca NyTeM WCK/IOUYEHUS He-
CaHKLUMOHMPOBAHHOI0, B TOM YMC/e C/ly4YanHoro, AocTyna K NepcoHanbHbIM JaHHbIM,
pe3y/ibTaTOM KOTOPOro MOXeT CTaTb YHUUTOXeHWe, U3MeHeHue, 6/10KMpoBaHue, Ko-
NMpoBaHMe, pPacrnpocTpaHeHNe MepCcoHa/bHbIX AAHHbIX, @ TakKXXe WHbIX HeCaHKLMO-
HUPOBaHHbIX AEACTBUNA.

NH(popmayma n cBsizaHHble C Heil pecypcbl AO/MKHbI 6bITb AOCTYMHbI 415 aBTO-
PU30BaHHbIX NOJib30BaTenein. [LoMKHO OCYLLeCTBNATLCA CBOEBPeMEHHOe obOHapyxe-
HWe 1 pearvpoBaHne Ha YbI14OH.

[O/MKHO OCYLLeCcTBNATLCSA NpPeAoTBpalleHne npegHaMepeHHbIX WAK cny4vain-
HbIX, YaCTUYHbIX WIN MOJSIHbIX HECAHKLMOHUPOBAaHHbIX MOAU(UKALNUIA UM YHUYTO-
YEHUA AaHHbIX.

CocTaB 00beKTOB 3alWWUTbl MpeAcTaBfieH B [lepeyHe MepcoHaNbHbIX AaHHbIX,

noANexalux 3aLure.

CocTtaB VCMAH nognexalmx 3awute, npeactasneH B OTyeTe 0 pesy/nbTaTax

npoBeAeHUs BHYTPEHHel NpoOBepKU.

Jta MonnTuka MHHopMaunoHHON 6e30nacHOCTU Oblna YTBEPXAEHA [/1aBHbIM
Bpayom VOB Ne 2.
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2 O6nacTb fencTBus

TpeboBaHMA HacTosAWen MONNTUKKM pacnpoCcTPaHAOTCA Ha BCEX COTPYAHWUKOB
NOMB Ne 2 (WITATHbIX, BPEMEHHbIX, paboTalOLWMX MO KOHTPAKTY U T.M.), a TakXe

BCEX NPOYMX nuy, (NoAPSAYMKI, ayauTOopPbI 1 T.M.).
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3 Cuctema 3aWUTbl NepcoHaNbHbIX faHHbIX

CucTema 3awmnTbl NePCoHanbHbIX AaHHbIX (C3MAH), CTPOMTCA HA OCHOBAHWW:

- OTyeTa 0 pesynbTaTax NMPOBeLEHUS BHYTPEHHEN MPOBEPKY;

- MepeyHsa nepcoHanbHbIX faHHbIX, NOANEXALLNX 3aLiunTe;

- AKTa Knaccugumkaumm nHhopMaLMoHHOW CUCTEMbI MepCOHaNbHbIX AAHHbIX;

- Mogenu yrpo3 6e30nacHOCTY MePCOHabHbIX JaHHbIX;

- [MonoxeHns 0 pasrpaHuyeHuy npae f[ocTyna K ob6pabaTbiBaemMbiM Mepco-
Ha/bHbIM [JaHHbIM;

- PykoBogawmx gokymeHtoB ®CTIK n ®CBb Poccun.

Ha ocHoBaHWM 3TUX JOKYMEHTOB OMpefensercs Heo6XOAMMbIA YPOBEHb 3a-
wmweHHoctn NMAH kaxgon NCMAH MOMB Ne 2. Ha ocHOBaHUM aHanm3a akTyalb-
HbIX yrpo3 6e3onacHocT MNAH onucaHHoro B Mogenun yrpo3 n OT4yeTa 0 pe3y/bTa-
Tax NpoBefeHUs BHYTPeHHeW MNpOBepKe, [efaeTca 3ak/itovyeHne 0 HeobXoAMMOCTU
MCNOJIb30BaHWNA TEXHUYECKUX CPEACTB U OpraHu3auMoHHbIX MeponpuaTuin gns obec-
neveHms 6esonacHoctu MAH. BoibpaHHble HEOOXOANMbIE MEPONPUATUA OTPAXKAKTCA
B MnaHe MeponpuaTUiA No obecneyeHunto 3awnTol MAH.

Ana kaxgon NWCMAOH fomKeH ObITb COCTaBNEH CMUCOK UCMOJIb3YEMbIX TEXHM-
4YeCKMX CpeAcTB 3alWThbl, a TaK >Xe MpPorpammMHOro ob6ecrneyvyeHns yyacTBYIOLLEro B
o6paboTke MAH, Ha Bcex anemeHTax NCIMOH:

- APM nonb3oBaTenei;

- CepBepa NpunoXeHui;

- CYbB/L;

- 'paHnya J1BC;

- KaHanoB nepegayn B ceTu 06Lero nonb3oBaHus u (MnM) MexAyHapo4HOro
o6MmeHa, ecnn No HUM nepegatotca MAH.

B 3aBucumocTu OT ypoBHA 3awmweHHoctTn WVCITTAH n akTyanbHbIX Yrpos,
C3IAH MOXeT BKNOYaTh cneaylollime TeXHUYeCKue cpeacTsa:

- @HTMBUPYCHblE CpeAcTBa 415 pabounx CTaHLUMIA Monb3oBaTenet U CepBepos;

- cpeactBa MEXCETEBOIo aKpaHNPOBaHNA,
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- cpefcTBa KpuntorpauMyeckon 3alnTbl MHGpOpMauumn, npyu nepegadve 3auin-
L aeMOoin MHhopMaLnKn No KaHasam CBA3MN.

Tak e B CMUCOK AO/KHbI OblTb BK/IOYEHbl PYHKLUW 3alinTbl, 06ecneymBae-
Mble WTaTHbIMKU cpefcTBamu obpaboTku MAH onepaynoHHbIMKM cuctemamm (OC),
npuknagHsiM MO 1 cneymanbHbIMU KOMMEKCAMUW, peanusyowmmmn cpeacTsa 3alm-
Tbl. CNUCOK PYHKLMIA 3aLUTbI MOXET BK/HOYATb:

- yNpaB/eHne 1 pasrpaHnyeHve 4OCTYNa nonb3oBaTesnen;

- perucTpaumnio 1 yyeT AeUCTBUIA C MH(OPMaLMEN;

- - obecneymBaTb LENOCTHOCTb AaHHbIX;

- - NPOM3BOANTL O6HAPYXXeHWEe BTOPXKEHNNA.

CnnCcoK MCMOoNb3yeMblX TEXHUYECKUX CPeacTB oTpaxaetca B [naHe Mmepo-
NPUSATUIA NO 06ecneyeHmnto 3alnTbl NePCOHaNbHbIX AaHHbIX. CMUCOK UCMONb3YEMbIX
CPeACTB AO0/DKEH MOAAEPXUBATLCA B akTyasJlbHOM COCTOAHMM. [1pu U3MEHEHUU COo-
CTaBa TEXHUYECKUX CPeAcCTB 3awuTtbl uan anemeHtoB WCIM[H, COOTBETCTBYHOLWME
N3MEHEHUA JOMKHbI BblTb BHeCeHbl B CNUCOK M YTBEPXAeHbl pykoBoauTenem NOTMb

Ne 2 unv nuuoM, OTBETCTBEHHbLIM 3a 06ecnedyeHne 3awnTsl MAH.
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4 TpeboBaHua K nogcucrtemam C3MAH

C3lMAH BkNtOYaeT B cebs cnegytouine noacUCTEMBI:

- yrpaBneHnsa OCTYNOM, Perncrpaumnm m yyera,;

- 0becrneyeHunsa LENOCTHOCTU N LOCTYMHOCTHU;

- @HTUBMPYCHON 3aLUThI;

- MEXCEeTeBOro 3KpaHMpPOBaHUS;

- aHasIn3a 3alnLLeHHOCTH;

- 06HapY>XeHNSI BTOPXKEHWIA;

- KpunTorpauyeckon 3awmThbl.

Mogcuctembl C3MAH MMeEKT pasfiUyHbIA (YHKUMOHAN B 3aBUCUMOCTM OT
Knacca NCIMAH, onpegeneHHOro B AKTe Knaccuukaumm MHGHOPMaLMOHHOW CUCTe-
Mbl MepCOHaNbHbIX AaHHbIX. CAUCOK COOTBETCTBMA (YHKUMA noacuctem C3MAH

Knaccy 3aliuiLeHHOCTU npeacTasfieH B MPUNoXeHuu,

4.1 TMopcucTeMbl ynpaBieHNUs JOCTYMNOM, perucTpaumm uydyeTa

MoacuctemMa ynpaBneHus AOCTYMNOM, perucrpauymm u ydyeTa npefHasHayeHa
AN peannsaunn cnegyromnx QyHKUW:

- NAEHTU(MKaALMM 1 NpoBepKa NOANMHHOCTM CyObEKTOB JOCTYNna npu BXoAe B
NCriaH;

- UAEHTU(MKALMM TEPMUHANOB, Y3/10B CETW, KaHaloB CBSI3W, BHELIHUX YCT-
POMCTB MO NIOFMYECKNUM UMEHaM;

- NAEHTU(MKaLMM nporpamMm, TOMOB, Katanoros, (ainnios, 3anuncein, nonen 3a-
nuceli N0 NMeHaMm;

- peructpaymn Bxoga (Bblxoga) Cy6beKTOB AocTyna B cuctemy (M3 CUCTEMBI),
NN60 perncTpauus 3arpy3kun v MHULMaNM3auMm onepaumoHHOW cucTemMbl U ee OCTa-
HOBA.

- permcTpaymm nonbITOK A4OCTyna NporpaMMHbIX CPeAcTB (nporpamMm, npouec-
COB, 3afay, 3afjaHunii) K 3alWmaeMbiM (annam;

- perucTpauum MonbITOK JOCTyna NporpaMMHbIX CPeAcTB K TepMuHanam, Ka-
Hanam CBS3M, MporpaMmam, ToMam, Katanoram, ainam, 3anucam, NoAsm 3anuce.
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MoacucTeMa ynpaBieHUs AOCTYNMOM MOXET 6biTb peasin3oBaHa C MOMOLLbIO
LUTaTHbIX cpefacTB 06paboTkm MAH (onepauuOHHbIX CUCTEM, NpUNoXeHun n CYb/).
Tak >Xe MOXeT OblTb BHeApPEeHO creunanbHOe TEXHUYECKOe CPefCTBO MM MX KOM-
M/IEKC OCYLeCTBAAOLWIME AOMOMHUTEIbHbIE Mepbl MO ayTeHTU(UKALMUKU U KOHTPOSIIO.
Hanpvmep, npuMeHeHMe efUHbIX XpaHWINLLY, YUYETHbIX 3anunceil nonb3osatenien u pe-
rMCTPaLMOHHON WHMOpMaUUn, UCMONb30BaHME BMOMETPUYECKMX U TeXHUYeckux (c

MOMOLLbIO 3NEKTPOHHBIX NPOMYCKOB) Mep ayTEHTUDMKALUN U APYTUX.

4.2 Mopacuctema obecrneyeHnst LENOCTHOCTU U OCTYMHOCTU

Mogcuctema obecrevyeHMs LENOCTHOCTU W LOCTYMHOCTM NpeAHasHavyeHa Ana
obecrneyeHns LENOCTHOCTU U [OCTYNHOCTM [1[H, NpOrpaMMHbIX W annapaTHbIX
cpeacts CMAH WMOTMB Ne 2, a Tak e CPeACTB 3aWMTbl, NP CAYYaHOW UK Hame-
PEHHOIN MoAUPUKaLNN,

Mofgcuctema peanmsyeTcd C NOMOLLbIO OpraHu3auuMy pe3epBHOro KONMpoBaHUA

06pa6aTb|Bae|v|b|x JaHHbIX, a TaK Xe€ pe3epBMpoBaHUEM K/HOYEBbLIX 3/1EMEHTOB
NCNAH.

4.3 ToacucTeMa aHTUBUPYCHOW 3aLUThI

MoacucTema aHTUBMPYCHOWN 3alMTbl NpegHasHayeHa A1a obecrneyvyeHnUs aHTu-
BMPYCHOW 3awuThl cepBepoB n APM nons3osatene MCMAH NOMB Ne 2.

CpeacTBa aHTMBMPYCHOWN 3alMTbl NMpefHasHayeHbl AN peannsayun cnegyto-
WMX PYHKUWNIA:

- Pe3NAEHTHbIN aHTUBUPYCHbIA MOHUTOPWHT;

- aHTMBMPYCHOE CKaHUpOBaHMue;

- CKpUNT-6/10KNPOBAHNE;

- LIEHTpann30BaHHY/yaaneHHY YCTaHOBKY/AEUHCTANNALNIO aHTUBUPYCHOIO

NPoAyKTa, HACTPOIKY, agMUHUCTPUPOBAHME, MPOCMOTP OTYETOB U CTATMUCTUUYECKON
MHopMaLMM Mo paboTe NPOAYKTa;
- aBTOMAaTM3MPOBaHHOe 06HOBNEHNE aHTUBUPYCHbIX 6a3;

- OrpaHn4YeHne npas Mosb3oBaTe/nd Ha OCTaHOBKY WCMONHAEMbIX 3afa4y N U3-

MEHEHNA HAaCTPOEK aHTUBUPYCHOIo nporpaMmmHoOro obecneyeHus;

18



- aBTOMATUYECKUIA 3amycK cpasy Nocne 3arpysku onepaLuoHHOW CUCTEMBI.
MoacucTteMa peanusyetcs NyTeM BHEAPEHWUs CNeuuanbHOro aHTUBKMPYCHOTO

nporpaMMHoro obecneyeHusa Ha Bce anemeHTbl MCIMAH.

4.4 TlofacucteMa MeXCeTeBOro sKpaHmpoBaHuA
lMoacucTtema MeXCeTeBOro 3KpaHMPOBaHWA MpefHasHayeHa A peanvsauum

cnefyowmx MyHKLMNA:

- (UNbTpauMmn OTKPLITOrO M 3angpoBaHHOro (3akpbiToro) IP-Tpaguka no
cfefyloWmM napameTpam;

- (huKcaumMm BO BHYTPEHHUX XXypHanax MH@opmaunm 0 MPOXOAALLEM OTKpPbI-
TOM M 3aKpbITOM 1P-Tpaduke;

- NAEHTUMUKALMN N ayTEHTUPUKALNIO afMUHUCTPATOPa MEXCeTeBOro akpaHa
MpW ero NoKasbHbIX 3anpocax Ha LOCTY;

- peructpauunm Bxoga (BblXxofa) agMUHMCTpaATOpPa MEXCeTeBOro 3KpaHa B CUC-

TEeMy (I/I3 CI/ICTEMbI) nmeo 3alrpy3km n nHnunann3aummn CUCTeEMbl N €€ NMporpaMmmHOro

0CTaHoBa;

- KOHTPONS L,e/NIOCTHOCTU CBOEM NPOrpaMMHON U MHPOPMALMOHHON YacTu;

- (MNbTpaLMM NakeToB CMYXEOHbIX MPOTOKO/OB, CAYXALWNX AN ANArHOCTUKN
N ynpaBneHns paboTon CETEBbIX YCTPOMNCTB;

- (UNbTpaLMM C Yy4eTOM BXOAHOTO W BbIXOAHOTO ceTeBoro WHTepgerica Kak
CPeLCTBO NPOBEPKM MOAJNHHOCTY CETEBbLIX afjpecos;

- perucTpaumnm n ydeta 3anpalinBaemblX CEPBUCOB NPUKNAAHOIO YPOBHS;

- 6/10KMpOBaHMA [0CTyNna HeMAeHTU(MULMPOBAHHOTO 0ObeKTa WM CyObekTa,
MOA/IMHHOCTbL KOTOPOro npu ayTeHTUPUKaLUN He NOATBEpPAUNAacL, MeToAammn, YCTON-
4MBbIMW K nepexsary;

- KOHTPO/IA 3a CeTeBOM aKTUBHOCTLIO MPUIOXEHUA U OOHAPYXKEHUA CETEBbIX
aTak.

MoacucTeMa peannsyeTcs BHeAPeHNEM MporpaMmMHo-annapaTHbIX KOMIMIEeKCOoB

MEXXCETEeBOro aKpaHMpoBaHua Ha rpaHuue JICB, knaccom He Huxe 4.
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4.5 Nopcuctema aHanmsa 3alnLLeHHOCTHU

MoacucTeMa aHanM3a 3alMLLEHHOCTM, J0/MKHA 06eCNeYnBaTh BbISIBNEHNS Ysi3-
BMMOCTEN, CBSA3aHHbIX C OlWMOKamMu B KoHgurypauun MO WCMAH, KoTopble MoryT
6bITb UCMO/b30BaHbI HAPYLUUTENEM ANS peann3auumn aTaku Ha CUCTEMY.

®YHKUMOHAN MOACUCTEMbI MOXET OblTb peann3oBaH MPOrpaMMHbIMU U NpO-

rpaMmMHO-anmMnapaTHbIMn cpegcTtBamn.

4.6 Moacucrtema o6Hapy>XeHNA BTOPXKEHUN
MoacucTeMa 06HapYXXeHUA BTOPXKEHWIA, JO/MKHA 06ecneynBaTtb BbISIBEHME Ce-
TeBbIX artak Ha anemeHTbl WCIAH NOAKMHOYEHHbIE K CeTAM 0O6LLero rnosb3oBaHua U
(nnn) mexxayHapogHoro obmMeHa.
PyHKLMOHAT NOACUCTEMbI MOXeT OblTb peasin3oBaH MPOrpamMHbIMU U NPO-

rpaMMHO-anmnapaTHbIMM cpegcTtBamn.

4.7 Mopacuctema Kpuntorpaguyeckomn sawnTol

MogcucTema KpunTorpaguyeckon 3awuTtbl npegHasHavyeHa A1 UCKNHOYEHUS
HC/ k 3awuwaemoin uHgpopmaumm B MCMNAH MOMB Ne 2, npu ee nepegayn no Ka-
Hanam CBA3W ceTeli 06LWero Nonb3oBaHMsA u (M) MeXAYyHapoaHOro obmeHa.

MoacucTemMa peanu3yeTcs BHeAPEHWEM KpunTorpaduueckmx nporpaMmMHo-

afnmnapaTHbIX KOMIM/1EKCOB.

20



5 NMonb3oBatenu NCIMAH

B KoHuenuun nHpopmaunoHHOW 6e30nacHOCTU ornpefenieHbl OCHOBHbIE KaTe-
ropmm nosnb3osatenen. Ha ocHoOBaHMM 3TUX KaTeropum AoO/HKHa OblTb MpoM3BefeHa
TMnnsauns nonb3osatenein VCIAH, onpefeneH UX YPOBEHb AOCTYNa U BO3MOXHO-
CTW.

B NCTAH YupexXaeHna MOXXHO BblAeNNTb Creaytolne rpynnbl Nonb3oBarte-
nen, yyacTByoLmMx B 06paboTke 1 xpaHeHun MAH:

- AamunHuctpatopa NCIA4H;

- AgMuHucTpatopa 6e30nacHOCTH;

- Onepatopa APM,;

- AgMnHMUCTpaTopa CeTu;

- TeXHNUYeckKoro cneyuanucta no 06CnyXuMBaHUK nepupepuinHoro o6opyao-
BaHU4;

- MporpammucT-paspaboTumnk NCMAH.

[aHHble 0 rpynnax nosb30BaTenaX, YPpoBHe MX A0CTyna M UH(OPMMUPOBAHHO-
CTW JOMKEH ObITb OTpaXkeH B [10N0XeHMe 0 pa3rpaHUYeHUn npasB AocTyna K obpaba-

TbiBa€MbIM MEPCOHA/IbHbIM AaHHbIM.

5.1 AamuHuctpatop NCI1aH

AamunHuctpatop WCMAH, coTpyaHukK WOTB Ne 2, OTBETCTBEHHbIA 3a Ha-
CTPOMKY, BHegpeHue u conpoBoxaeHne NCIMAH. ObecneynmBaeT PYHKLNOHMpPOBA-
HWe nofcuctembl ynpasneHua pgoctynom WMCITAH » yNONHOMOYEH OCYLLECTBAATH
npefocTaB/ieHWe U pasrpaHuyeHne AoCTyna KOHeyHoro nosb3oBatend (Onepartopa
APM) K aneMeHTam XpaHALLMM NepcoHanbHble AaHHbIE.

AamunnHuctpaTtop MCIMAH obnagaeT cnefyowmm ypoBHEM A0CTYNa U 3HaHWUIA:

- 06/1agaeT NOAHON MHMopMaLMein 0 CUCTEMHOM WM NPUKAALAHOM NPOrpamMmMHOM
o6ecneyveHun NCIAaH;

- 06n1afiaeT NOMHON NMH(opMaL el 0 TEXHUYECKMX CpefcTBax M KOH(Urypauum
NCriaH;

- UMeeT [JOCTYNn KO BCEM TEXHUYECKMM cpeacTBam 06paboTku MHGopmMauumn u

faHHbIM NCIMOH;
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- 06nafaeT npaBamMn KOH(MUIypMpoBaHUA W aAMUHUCTPATUBHOW HACTPOMKM

TexHu4yeckux cpegcts NCI1AH.

5.2 AgmunHucTpaTtop 6e3onacHOCTHU

ALMuHucTpaTop 6e3onacHocT, coTpyaHUK WOTIBE Ne 2, OTBETCTBEHHbIN 3a
(yHKuMoHMpoBaHne C3IMAH, BKAOYas 06CNYy>XMBaHWE W HACTPONKY afMUHMCTpa-
TUBHOW, CEPBEPHOMN N K/IMEHTCKOM KOMMOHEHT.

ALMuHUCTpaTop 6e3onacHocTM o06nagaeT crnefylowmm ypoBHEM AocTyna U
3HaHWM:

- o6nagaet npaBamu AgmuHuctpatopa NCIaH;

- 06nagaet NonHon nHgopmaunein 06 NCMAaHx;

- MeeT [OCTYyNn K CpeAcTeam 3awuTbl MHpOPMALUM WU NPOTOKOAMPOBAHUA U K
4yacTu Knro4esblx anemeHTos NCIAH;

- He MMeeT npaB J0CTyna K KOHUTYPUPOBaHNIKD TEXHUYECKUX CPeACTB CeTu 3a
NCKIOYEHNEM KOHTPO/bHbLIX (MHCMEKUNOHHbBIX).

AaMUHUCTpaTOp 6€30NacHOCTM YNOSTHOMOYEH:

- peann3oBbIBaTb MOMNTUKY 6e30macHOCTU B YacTu HacTpoilkn CK3W, mexce-
TEBbIX 3KPAHOB N CMUCTeM OOHapy>KeHMA atak, B COOTBETCTBMU C KOTOPbIMWU MOJb30-
Batenb (Onepatop APM) nonyyaet BO3MOXHOCTb paboTtaTh ¢ anemeHTamu VCIAH;

- OCYLLEeCTB/IATL ayAUT CPeACTB 3aluThl;

- yCTaHaB/MBaTb [0BepUTe/IbHble OTHOLLUEHWUS CBOEW 3allMLLEHHOW CeTU C ce-

TAMU APYTUX Y UPEXAEHWIA.

5.3 OnepaTtop APM
Onepatop APM, coTpygHuk MOTB Ne 2, ocyuiecTBnsiowmini 06paboTky MNAH.
O6paboTka MAH BKAOYaeT: BO3MOXHOCTb npocmoTpa MAH, pyyHoin Beog MAH B
cuctemy NCIMAH, ¢opmupoBaHne CNpaBoOK MU OTYETOB MO MHMOpMauMn, NoyyeH-

HOW n3 WCIMA. OnepaTop He MMEET MOAHOMOYMIA AN ynpasfeHUss nojacucTeMamu

06paboTKKM AaHHbIX U C3MAH.

Onepatop NCIAH obnagaeT cneayrowMMm YpOBHEM A0CTYNa Y 3HaAHWIA:
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- 06/1a/1aeT BCEMW HEO6XOAUMbIMU aTpuByTamu (Hanpumep, naponem), obec-

neynBatoLWMMN AOCTYN K HEKOTOPOMY NogMHoOXecTBY MAH;

- pacnonaraeT KOH(PUAEHUNANbHLIMW [aHHbIMMW, K KOTOPbIM UMeeT AOCTYn.

5.4 AQMNHUNCTpPATOpP CETU
ALMUHUCTpATOp ceTu, COTPYAHUK MOTMB Ne 2, 0TBETCTBEHHbINA 3a (hYHKLMO-

HUpPOBaHMe TefleKOMMYHUKaunoHHon nogcuctembl VICMAH. AgMUHUCTPATOP CETU
He MMEeT MO/IHOMOYMNIA ANa ynpaBneHna nogcmucremamm ob6paboTKM AaHHbIX M 6e30-
MacHOCTMN.

ALMUHUCTpaTOp ceTn obnagaeT cnefyrowmm YPoBHEM A0CTYNa Y 3HAHWA:

- 06nagaeT 4YacTbl0 MHMOPMaLMM O CUCTEMHOM M MPUKIAAHOM NPOrpamMmmMHOM
obecneveHnn NCMAH;

- 06/1afaeT YyacTblo MH(OpPMaLMM 0 TEXHUYECKUX CPeAcTBax WU KOH(Urypaumm
NCIMAH;

- UMEEeT (PM3MYECKUIN A0CTYN K TEXHUYECKUM cpeAcTBam 06pabOTKM MHGOP-
mMaLlun 1 cpeacTeam 3alnTol;

- 3HaeT, N0 MeHbLlUei Mepe, OAHO NerasbHOe UMS AOCTyna.

5.5 TexHMYeCKUin cneumanncTt rno oocny>XmMBaHuU NepuepmninHoro
obopypoBaHus

TexHUYecKkuii cneumanncT no obcnyxmsanuo, cotpygHuk MOMB Ne 2, ocy-
L eCcTBNSET 06CNYy>XMBaHWE W HACTPOWKY nepupepuitHoro obopygosaHus WCMAH.
TexXHNYEeCKNn crneumnanmct no o6cny>XmMBaHU He MmeeT foctyna K MNAH, He umeet
MOSHOMOYNIA ANs ynpaBieHns nogcmcremamm o6paboTKM AaHHbIX 1 6e30NacHOCTH.

TexHUYEeCKNI creunanmnct no o6cnyxXxmBaHno 06nagaeT crefyowmm ypoBHEM
AOCTYyMa W 3HaAHWI:

- 06N1a4aeT YacTbi0 MHMOPMaLUM O CUCTEMHOM W MPUKNALHOM MPOrpaMMHOM
obecneveHun NCIMAH;

- 06N1a4aeT YacTbio MH(OPMALUN O TEXHUYECKUX CPeAcTBax M KOH(Urypauum
NCnagH;

23



- 3HaeT, N0 MeHblLeli Mepe, OAHO NleranbHoe UMs AocTyna.

5.6 MporpammucTt-paspabotunk NCIAH

MporpaMMUCTbI-pa3paboTumKi (NOCTABLMKM) MPUKNAAHONO MPOrpPaMMHOro
oGecrneyeHunsi, o6ecrneymnBatoLLme ero CONPoBOXKAEHME Ha 3aliuLLLaeMoM 06bekTe. K
[aHHOW rpynmne MoOryT OTHOCUTLCS KakK COTPYAHWUKM LNOMB Ne 2, TaK U COTPYAHUKU
CTOPOHHMX OpraHM3aLuii.

JInuyo atoin Kateropuu:
- o6nagaeT nHpopmaymein 06 anroputTmMax U nporpammax obpaboTku UHGOp-

mauun Ha NCTOH;

- 06nafaeT BO3MOXHOCTAMW BHECeHMA OWMOOK, HeLeKNapupOBaHHbLIX BO3-
MOXHOCTEW, MNPOrpamMHbIX 3aKnafokK, BPeAOHOCHbIX MNporpamM B MNPOrpaMmHoe
ob6ecneyveHne NCIAOH Ha cTagmu ee pa3paboTKu, BHEAPEHMSA N CONPOBOXAEHMS;

- MOXKET pacnonaratb /MO6bIMKA (parMeHTamnm WHGOopMaumMm o TOMONOrnu
NCIMOH 1 TexHNYecKnx cpeacrtesax 06pabotku u 3awnutbl MNAOH, obpabaTbiBaembiX B

NCMIH.
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6 TpeboBaHUA K nepcoHany no obecnevyeHnto 3awnTbl MAH

Bce cotpygHukn NOMMB Ne 2, asnqawowmeca nonb3osatenamu VCIAH, gomxk-
Hbl YETKO 3HaTb W CTPOro BbIMOMHATL YCTAHOB/IEHHbIE MpaBuia U 06583aHHOCTU MO
[OCTYNy K 3awumuiaembiM 06beKTaM U COGMIOAEHNIO NMPUHATONO pexxnuma 6e3onacHo-
ctv MNAH.

Mpn BCTYNMEHUN B AO/HKHOCTb HOBOrO COTPYAHMKA HENOCpPeACTBEHHbIA Ha-
YyanbHWUK nogpasfgeneHuns, B KOTOpPoOe OH MocTynaet, 06d3aH opraHn3oBaTb €ro O3Ha-
KOM/IEHNe C AO/HDKHOCTHON MHCTPYKUMEN M HeoOXOAMMbIMW [OKYMeHTaMu, perna-
MEeHTMpYLWMMN TpeboBaHna no 3awmute MNAH, a Takke 00yvyeHMe HaBblkaM BbIMO-
HeHVA npoueayp, Heo6XoAUMbIX ANA CAHKLMOHUPOBAHHOIO ucnonb3osaHua NCIAH.

COTpPYAHUK AO/KEH OblTb 03HAaKOMJ/IEH CO CBeAEHMAMM HacTosAwen MonnTukn,
NPUHATLIX Npoueayp paboTbl ¢ anemeHTamu NCIAH n C3MAH.

CotpygHukn MOMB Ne 2, ncnonb3ytouinme TeXxHUYecKne cpeactea ayTeHTUDN-
Kauuu, fO/MKHbI 06ecneymBaTb COXPaHHOCTb MAEHTUMUKATOPOB (3/IEKTPOHHBIX KO-
yei) n He gonyckaTb HC/J, K HMM, a Tak e BO3MOXHOCTb MX YyTepX WU UCNOMb30-
BaHWA TpeTbUMWU nuuamun. NMonb3oBaTenn HecyT NepPCcoHabHY OTBETCTBEHHOCTbL 3a
COXPaHHOCTb UAEHTU(PUKATOPOB.

CotpyaHukn MOTMB Ne 2 ponXHbl cnefoBaTb YCTAHOB/IEHHbLIM Mpoleaypam
noggepxaHusa pexuma 6esonacHoctv MNAH npu BbIGOpe M UCNOMb30BaHUM Naposien
(ecnv He MCNoONb3YKOTCA TEXHUYECKUE CPeACTBa ayTeHTUdMKaumn).

CotpyaHukn NOMB Ne 2 no/mkHbl 06ecneymBaTb Hagnexallyr 3awuty 060-
pyZoBaHusA, oCcTaBnseMoro 6e3 npucMoTpa, 0CO6EHHO B TexX cny4yasx, Korja B nome-
LLeHne UMET AOCTYN MOCTOPOHHME NMua. Bee nonb3oBateny AOMXHbI 3HaTh Tpebo-
BaHMA no 6e3onacHocTu MNAH 1 npoueaypbl 3aWmTbl 060pYA0BaHMA, OCTaB/IEHHOrO
6e3 NpMcMoTpa, a TakXKe CBOM 0643aHHOCTY MO 06ecneyeHUIo Takon 3almnTbl.

CoTpygH/MKam 3anpeLiaeTca ycTaHaB/MBaTb MOCTOPOHHee NporpaMmHoe
obecneyeHne, NOAKNKOYATb /INYHbIE MOOW/IbHbIE YCTPOMNCTBA U HOCUTENN UH(OPMa-

Lunn, a TakK Xe 3anncbiBatb Ha HUX 3alllLLlaeMYHO I/IHCbOpMaLI'I/HO.
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CoTpyaH/Kam 3anpeljaeTcd pasrfiawaTh 3awuuiaemyo MHopmalmio, KOTo-
pas cTasa MM M3BecTHa npu paboTte ¢ MHPOpPMALUOHHbIMKU cuctemamn MOMB Ne 2,
TPETbUM NKnLaM.

Mpwn pa6ote ¢ MAH B UCMAH coTpyaHukn NOTIB Ne 2 o6s3aHbl 06ecrnevnTb
OTCYTCTBME BO3MOXXHOCTM npocmoTpa NAH TpeTbumu nuuamm ¢ moHuTopos APM
NN TepMUHANOB.

Mpwn 3aBepweHun pabotbl ¢ NCIMAH coTpyaHMKKM 06s3aHbl 3awutnts APM
NN TepMUHasbl C MOMOLLbIO GNOKMPOBKM KKOYOM WIN 3KBUBANEHTHOrO CpeacTBa
KOHTPONA, Hanpumep, AOCTYMNOM MO Naposto, eCM He UCNONb3YTCA 60/1ee CUMbHbIE
CpeAcTBa 3alinThl.

CotpyaHukn NOMB Ne 2 fo/mKHbI 6biTb MPOMH(POPMMPOBaHbLI 06 yrpo3ax Ha-
pyLleHns pexuma 6esonacHocTn MNAH 1 OTBETCTBEHHOCTW 3a ero HapyweHue. OHM
[O/DKHBI ObITb 03HAaKOM/EHbI C YTBEPXAEHHOW (hOpMasibHOW NPoLEefypPO HalOXeHNS
ANCUMNANHAPHBIX B3bICKAHWIA HA COTPYAHWUKOB, KOTOPble HapyLuan NPUHATbIE NO-
NNTUKY 1 npoueaypsl 6esonacHocTn MAH.

CoTpyaHukn o6a3aHbl 6e3 npomeaneHns coobuilatb 060 BCeX HabAaeMbiX
WA NOLO3PUTENbHBIX cnydasax pabotel MUCIOH, MOrywmx nosneys 3a Co60M yrpossbl
6e3onacHocTu lMAH, a TakXe 0 BbIABNEHHbLIX UMK COObITUAX, 3aTparnsaroLwmnx 6e3o-
nacHoctb MAH, pyKOBOACTBY MNOApa3feneHns n nuuy, oTBevyalollemy 3a HeMef eH-

HOe pearnpoBaHue Ha yrposbl 6esonacHocTn MAOH.
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7 LO/MMKHOCTHbIe 0653aHHOCTW nosib3oBaTtenet MCIMAOH
LLOMKHOCTHbIEe 0643aHHOCTU nosb3oBatenein MCIAH onucaHbl B CneayroLmx
LOKYMeHTax:
- MHCcTpyKuna agmuHuctpatopa NCIAH;
- IHCTpYKUumsa agmuHuctpartopa 6esonacHoctn NCIMAH;
- MHcTpykuma nons3osatend VCIAH;

- MHCTpYyKUKMA nonb3oBaTensd npu BOSHUKHOBEHUM BHELUTATHbLIX C|/|Tyau,|/1|71.
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8 OTBeTCTBEHHOCTbL coTpygHukos NCIAH NOTB Ne 2

B cooTBeTcTBUMN CO CT. 24 PeaepanbHOro 3akoHa Poccuiickoit degepaunmn ot
27 wmiona 2006 r. Ne 152-®3 «O nepcoHanbHbIX AaHHbIX» LA, BUHOBHbIE B Hapy-
LeHMn TpeboBaHWil faHHOro defepasbHOro 3aKOHa, HECYT rpaXAaHCKYH, Yrosos-
HYl0, aAMWUHUCTPATUBHYIO, AUCLUUNINHAPHYIO U UHYIO NPefyCMOTPEHHYH 3aKOHOoja-
TeNbCTBOM Poccuitckoin defepalum 0TBETCTBEHHOCTb.

[eicTByloLee 3aKOHO4aTeIbCTBO PP no3BoNnseT npeabsasnaTe TpeboBaHUS Mo
obecneyeHnto 6e3onacHoOM paboTbl C 3alMLLAEMON MHMDOpMaLMein n npegycMmaTpu-
BaeT OTBETCTBEHHOCTb 3a HapyLleHNe YCTaHOBNEHHbIX NpaBua akcnayartauun 3BM un
CUCTEM, HenpaBOMEPHbIA AOCTYN K MHMOpMauumn, ecnm 3Tu [LeWACTBUSA MPUBENN K
YHUUYTOXXEHWNIO, O6M0KNPOBaHMIO, MOAU(MKALUN UHpOPMaLUM UM HapyLUeHUo pa-
60Tbl OBM wnnm cetein (ctatbmn 272,273 n 274 YK P®).

AnmuHuctpatop MCMOH 1 agMUHUCTpaTop 6e30MacHOCTU HeCyT OTBETCTBEH-
HOCTb 3a BCe [EeWCTBUA, COBEPLUEHHbIE OT UMEHM UX YYETHbIX 3anucelt WM CUCTEM-
HbIX YYeTHbIX 3anuceil, ecin He foKasaH (hakT HecaHKLMOHUPOBAHHOIO0 UCMO/b30Ba-
HUSA YYETHbIX 3anuncen.

Mpn HapyweHuax cotpygHukamu NOMB Ne 2 - nonb3oBateneri VCMAH npa-
BW/I, CBA3aHHbIX C 6e30nacHOCTbi0 M[H, OHM HEeCcyT OTBETCTBEHHOCTb, YCTAHOB/IEH-
HYIO [eCTBYIOLIMM 3aKOHOAATeNbCTBOM Poccuiickon degepauuin.

MpuBefeHHble Bbile TpeboBaHWA HOPMATMBHbLIX LOKYMEHTOB MO 3aljuTe WH-
(hopMaumn O00/MKHbI ObITb OTPaXKeHbl B [MonoxeHnsax o nogpasgeneHunsx NOTMB Ne 2,
ocyulectensowmx o06pab6otky MAH B NCMOH M AOMKHOCTHLIX WHCTPYKUMUAX CO-
TpyaHuKos NOTTB Ne 2.

Heobxoanmo BHecTu B IonoxeHuns o nogpasgeneHnsx NOMB Ne 2, ocyLiecT-
Bnsaowmx obpabotky MAH B MCMAH cBegeHuss 06 OTBETCTBEHHOCTU WX PYKOBOAM-
Tenein M COTPYAHUKOB 3a pasrfaweHne M HecaHKLMOHWPOBAHHYK MOAMMDUKaL IO
(nckaxkeHue, anbcugpukaumnio) MAH, a Takxe 3a HeMpaBoOMepHOe BMeLlaTeNbCTBO B

npouecchbl UX aBTOMaTM3MPOBAHHOW 06PaboTKMN.
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9 Cnncok ncnonb3oBaHHbLIX NCTOYHUKOB

OCHOBHbIMW HOPMaTMBHO-NPABOBbIMU N METOANYECKMMMN [LOKYMEHTaMW, Ha
KOTOpbIX 6asmpyeTcsa HacToswee MoN0XKeHNE ABNAOTCA:

1 ®epepanbHblii 3akoH 0T 27.07.2006 r. Ne 152-®3 «O nepcoHasibHbIX AaH-
HbiIX» (fanee - ®3 «O nepcoHanbHbIX [aHHbLIX»), YCTaHaB/MBAKOLWNA OCHOBHbIE
npuHUMNbl 1 ycnosus obpaboTtku TMAH, npaBa, 0643aHHOCTU W OTBETCTBEHHOCTb
YYaCTHUKOB OTHOLLEHWIA, CBA3aHHbIX C 06paboTkoi MAH.

2 «TpeboBaHMA K 3aliMTe MEPCOHa/IbHbIX AAaHHbIX NMpU UX 06paboTKe B WH-
(hOpMaLMNOHHbLIX CUCTeMaxX MEePCOHasIbHbIX AaHHbIX», YTBEpPXAeHHOe MoCTaHOB/EHN-
em lNpaeutensctea P® ot 01.11.2012 r. Ne 1119.

3 «[TonoxeHne 06 0COOGEHHOCTAX 06PabOTKN MEPCOHaNbHbIX AaHHbLIX, OCYLLe-
CTBNSIEMO 6e3 MCMONb30BaHWUA CPeACTB aBTOMaTM3auuu», YTBepXAeHHoe [locTa-
HoB/nieHMem [MpaBuTenocTea PP ot 15.09.2008 r. Ne 687.

4 «TpeboBaHMA K MaTepunasibHbIM HOCUTENAM GUOMETPUYECKUX NEPCOHANBbHbIX
AAHHbBIX U TEXHONOrMAM XPaHeHUs TakuX AaHHbIX BHE WHMOPMALUOHHBLIX CUCTEM
MepcoHanbHbIX AaHHbIX», YTBEPXAeHHble lMoctaHoBneHnem [paBuTenscTsa PP ot
06.07.2008 r. Ne 512.

5 HopmaTMBHO-MeTOAMYECKME [OKYMEHTbl PefiepanibHON CMyXObl MO TEXHU-
4YeCKOMY U 3KCMepTHOMY KOHTposnto Poccuiickon degepaumn (ganee - PCTIK Poc-
cum) no obecneyeHuto 6eszonacHocTn MAH npn nx obpaboTke B ICIMAH:

6 PekomeHpaLmy no obecneyeHUto 6e30MacHOCTU MepCOHaNIbHbIX AaHHbIX Mpu
nx 06paboTke B MH(DOPMALMOHHBIX CUCTEMAX MEePCOHa/bHbIX AaHHbIX, YTB. 3aMm. An-
pektopa PCTIK Poccumn 15.02.08 r. (ACIT)

7 OCHOBHble MeponpuATUSA MO OpraHusaunm u TeXHUYecKoOMy ob6ecneyeHuto
6e30MacHOCTM MepcoHasibHbIX AaHHbIX, 06pabaTbiBaeMbiX B MHHOPMAaLMOHHbLIX CUC-
TemMaxX MNepcoHasbHbIX AaHHbIX, YTB. 3aM. Aupektopa ®CTIK Poccum 15.02.08 T.
(Acr

8 basoBas Mojenb yrpo3 6e30nacHOCTM NEPCOoHaNbHbIX AAHHbLIX MPU UX 0b6pa-

60TKe B MHMOPMaLMOHHbLIX CUCTEMAX MEePCOHaNbHbIX AAaHHbIX, YTB. 3aMm. AMpPeKTopa
®CTOK Poccumn 15.02.08 r. (ACM)
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9 MeTofMKa OnpeaeneHus akTyasbHbIX Yrpo3 6e30MacHOCTU MepPCOHabHbIX
[aHHbIX MpyY UX 06paboTKe B MH(OPMALMOHHbIX CMCTEMAX MEPCOHaNbHbIX AaHHbIX,

yTB. 3am. gupektopa ®CTIK Poccum 15.02.08 r. (ACIT)
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MpunoxeHune 1

MnaH - nepeyeHb TEXHUYECKUX MEPONpPUATUIA No o6GecrneyeHnto 6e30MacHOCTM
nenpg,

B noacucteme ynpaBneHus LOCTYMNOM:
Peann3oBaTb UAEHTU(GUKALUIO N NPOBEPKY MOANUHHOCTU CYOBEKTOB AOCTYNa npu
BXOAe B onepaunmoHHyto cuctemy MCIMAH no naposto yCNOBHO-MOCTOSHHOIO AEcCT-
BUS, A/IMHON He MeHee WecTh 6YKBEHHO-LM(POBLIX CUMBO/OB;

PeannsoBaTb MAEHTU(HUKALWNIO TEPMUHANO0B, TEXHUYECKNX CpeacTB 06paboTku MAH.
y3noB VCM/AH, KOMMNbOTEPOB, KaHANOB CBA3M, BHEWHUX ycTpolicTB NCIAH no ux
Nnornyecknm nmeHam (agpecam, Homepam);

Peann3oBaTb MAEHTU(GMKALMIO NPOrpaMM, TOMOB, KaTanoros, ainos, 3anucei, HO-
nel 3anuceil No MMeHawm;

Peann3oBaTb KOHTPO/b AOCTYMNa CyObLEKTOB K 3alyMlLLaeMblM pecypcam B COOTBETCT-
BMW C MaTpuULER gocTyna;

npu Hannyuu nogknodeHns VCMAH K cetam 06LLero Noab30BaHNA AOMKHO NpuMe-
HATLCA MEXCETEeBOe 3KpaHMpoBaHue.

[Ons ob6ecneyeHms 6e30mMacHOro mexceteBoro B3ammogeiicteua B UCIMAH gnsa pas-
HbIX K/lacCOB HEOBXOAMMO MCNONb30BaTh M3

CpeAcTBO 3aliMTbl OT MPOrpaMMHO MaTemaTuyecknx Bo3geictenini (MMB):
PeanunsoBaTtb MAeHTU(GUKALNIO N ayTeHTUUKALUIO CYOBEKTOB A0CTYNa NpU BXO4E B
CpeacTBO 3alWUTbl OT MPOrpaMMHO MaTemaTuyeckux sosgeictemii (MMB) 1 nepeg
BbIMOMIHEHWEM UMW NHOOLIX ONepaunii No ynpasneHno GyHKUUSMU CpeacTBa 3aliun-
Tbl OT [TMB 1o naposto (Uan ¢ UCNONb30BaHMEM MHOTO MexaHu3mMa ayTeHTUdunKka-
LLK1KN) YCNOBHO-NOCTOSHHOTO AelACTBUA ANNHOW HE MeHee LecTn 6YKBEHHO-
LMPpPOBbLIX CUMBOJIOB;

K3

He HuMxe 5-ro
YPOBHS 3alu-
LLLeHHOCTH
He Humxe 5-ro
YPOBHA
3alW ML EeHHOCTH

K2

+

He HuXe 4-ro
YPOBHA 3aLiu-
LLLeEHHOCTH
He Huxe 4-ro
YPOBHA
3alMLULLEHHOCTH

K1

+

He Huxe 3-ro
YPOBHSA 3aLin-
LWEeHHOCTH
He Hnxe 3-ro
YPOBHA
3alULLLEHHOCTH



OcCyLLecTBAATL KOHTPOb I0ObIX AeNCTBUI CYyOBEKTOB A0CTYMa NO YyNpaBiAeHUo
(hyHKUMAMU cpeacTBa 3awuTbl oT NMMB Tonbko nocne NpoBeAeHUs ero ycnewHowm
ayTeHTUMKaumu;

MpegycmoTpeTb MexaHU3Mbl 610KMPOBaHKS AOCTYNa K cpeAcTBam 3awutel oT MMB
NPy BbINO/IHEHWM YCTAHABAMBAEMOTO YMC/a HEYAAUYHbIX MOMbITOK BBOAA Napons;

Heo6xo04MMO MPOBOAUTL MAEHTUGUKaLNIO haiiioB, KaTasoroB, NPOrpaMMHbIX MO-
Aayneii, BHEWHNX YCTPOCTB, NCNONb3YEMbIX CPeACTB 3aluTbl oT MMB;

B nogcucteme peructpaymun un ydyeTa:

OcyllecTBNATbL perncTpaumnio Bxoga (Bbixoga) cybbekTa goctyna B cuctemy (M3 cuc-
TeMbl), MO0 perncTpauunto 3arpyskum n nHuLManu3aymm onepaLMoHHON CUCTEMbI U
ee NpPorpamMMHOro ocTaHoBa. Perucrpayuma BbIXofa U3 CUCTEMbI UM OCTaHOBA He
NPOBOAUTCA B MOMEHTHI annapatypHoro otkntoyeHns VCIgH. B napameTpax peru-
cTpaummn ykasbiBaloTCs farta v Bpems Bxofa (BbiXxoAa) cyo6bekTa LOCTyna B CUCTEMY
(3 cuctembl) UK 3arpy3kn (ocTaHOBA) CUCTEMBI;

MpoBOAMTL yUeT BCeX 3allULaeMblX HOCUTENEN MHPOpMALMK C MOMOLLbLIO UX 06O
MapKUPOBKM U C 3aHECEHMEM YUETHbIX JaHHbIX B XYpHan (YYETHYI KapToukKy);

MpoBoAMTL perucTpaumio Bxofa/Bbixoaa cy6bbLeKTOB 4OCTYNa B CPEACTBO 3alWMThl OT
MMB, peructpaynio 3arpysku u nHuymannsaymm 3aToro cpejcrsa 1 ee nporpaMMHo-
ro octaHoBa. B napameTpax perucrpauuun ykasbiBaeTcs BpeMsa U fata BXoga/Bbixona
cyb6beKkTa focTyna B CPeACTBO 3aWwuTthl oT NMMB nan 3arpysku/octaHoBa 3TOro cpeg-
CTBa, a TakKXKe ueHTuukaTop cyobeKTa 4ocTyna, MHULUMPOBABLLEro AaHHble geli-
CTBUA,;

MpoBOAMTL perncTpaumnio coobiTUn NpoBepKM 1 06HapyXeHus NMMB. B napameTpax
permcTpaumny ykasbiBalOTCS BPeMs U AaTa NpoBepku mam obHapyxeHus MMB, ngeH-
TUukaTop cybbeKTa 4oCTyna, MHULMMPOBABLUErO faHHble AeACTBUA, XapaKTep Bbl-
NMONHSAEMbIX JEACTBMUIA NO NPOBEPKE, TUN 0O6HAPYXXEHHON BPeOHOCHON NporpaMmMmsl
(BIM), pesynbTat AeiicTBUiIA CpeAcTBa 3alWuThl N0 610KMpoBaHnto MMB;

MpoBOANTbL PernucTpaLmuio cobbITUIA MO BHEAPEHMIO B CPeACTBO 3awuTbl oT MMB na-
KeToB 06HOBMEHUIA. B napameTpax perncrpauum ykasblBaloTCA Bpems n jata 06HOB-
NeHNs, UAEHTU(PMKATOp CybbeKTa 4OCTYNa, MHULUMPOBABLUEr0 AaHHOe AelicTBMUE
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BEpPCUs U KOHTPONbHas CyMMa nakeTa 06HOB/IEHUS;

MpoBoanTb perncTpaynto cobbiTUii 3anycka/3aBeplieHns paboTbl MOAYel cpeacTBa
3awnTtel oT NMMB. B napameTpax perucrpaunu yKasbiBaloTcsa BpeMsa U gaTa 3anyc-
Ka/3aBeplleHns paboTbl, NAEHTUHNKATOP MOAYNS, MAEHTU(UKATOP CyObeKTa AOCTY-
na, MHULMNPOBABLUErO faHHOe AelicTBUE, pe3ynbTaT 3anyckKa/3aBeplleHuns paboThbl;
JOMKHA NPOBOAUTLCS perucrpauuns cobblTuii ynpaBneHns cy6bLeKToM focTyna
(hyHKUMAMMK cpefcTBa 3awmTel oT MMB. B napameTpax perncrpawluy ykasbiBatoTcs
BPeMS U faTa cobbiTUS YNpaBieHUs KaXXA0oW PyHKUMelR, naeHTuhnKaTop u cneyu-
hukaumnsa GyHKLUKN, nageHTudukaTtop cybbekTa goctyna, MHULUMPOBABLLErO AaHHOE
aencTeune, pesynbtaT AeCTBUSA;

MpoBoANTbL perncTpauuto cobbITUIA NOMNbITOK 4OCTYMNa NPOrpaMMHbIX CPeACTB K MO-
Aynam cpefctsa 3awmTel oT [MTMB nnu cneymnansHbiM N0BYyLWKaM. B napameTpax pe-
rmcTpauumn yKasblBaloTCA BPEMA U gaTa NonbITKW focTyna, WAeHTUHUKATOp MOAY A,
naeHTUMOUKaTOp 1 cneynpukayus Mmoayna cpefcrea 3awutel oT MMB (cneynansHON
NOBYLWKK), pe3ynbTaT NonbITKA JOCTYNa;

MpoBOANTL permcTpaumio cobbiTU 0TKaTa ANs cpeacTsa 3awuTel oT NMMB. B napa-
MeTpax perucrpauuy ykasblBaloTCS BpeMs W AaTa cobbiTUA 0TKaTa, cneuudukayms
LeNcTBMiA oTKaTa, MAeHTU(UKATOP CyObeKTa focTyna, MHULMUPOBAaBLUEro AaHHOe
felcTBue, pesynbTaT AeicTBUS;

ObecneynTb 3aWLUTY [AaHHbIX perucTpaumy oT UX YHUUTOXEHUS UAN MOSMPUKaLUK
HapylmTenem;

Peanns3oBaTb MeXaHW3Mbl COXPAHEHUSA AaHHbIX PEFUCTPaLUN B Clyyae COKpaLLeHUs
OTBEAEHHbIX NOJ HUX PeCcypcoB;

Peann3oBaTb MeXaHW3Mbl MPOCMOTPA U aHaNM3a AaHHbIX perucTpayum n ux GunbT-
pauuu no 3agaHHoMy Habopy napameTpoB;
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MpoBOAUTL aBTOMATUYECKUA HEMPEPbLIBHbIA MOHUTOPUHT COBLITUIA, KOTOpPble MOTYT
ABNATLCA NPUUMHONA peanusauuun NMMB (cosgaHune, pegakTnpoBaHue, 3aNUcb, KOMMKU-
nAumnsa 06bHEKTOB, KOTOpPble MOTYT cofepxatb BIT).

Peann3oBaTb MeXaHM3M aBTOMATMYECKOr0 aHanunsa flaHHbIX perucrpayum no wabno-
Ham TUNOBbLIX NposBaeHWUA MMB ¢ aBTOMaTUYeCKUM MUX BIOKUPOBAHUEM U YBEJOM-
neHnem agmuHucTpaTopa 6esonacHocTy;

MpoBOAUTL HECKONLKO BMAOB y4yeTa (4y6nupytouimx) ¢ perucrpayneii Bblgaym
(npuema) HocuTeneh nHopmauum;

OcyuwecTBnaTb perncrpaymto Bxoaa (Bbixoga) Cy6beKToB 4OCTYNa B cUCTEMY (M3
CUCTEMbI), NGO perucTpaumns 3arpy3kn 1 MHULManm3aLny onepaLyvoHHON CUCTEMBI.

OcyLwecTBNATL PerncTpaLmio Bblgaum nevatHolx (rpayuyecknx) JOKYMEHTOB Ha
«TBEpPAYHO» Konuio. B napameTpax perucrpayuy ykasblBaloTcs faTa U BpeMs Bblgauu
(obpalweHna K nogcucTeMe BbiBOAa), CneunduKkaLma ycTpolicTBa Bblfayn - normye-
CKOe UMS (HOMep) BHELLIHEro ycTpolicTBa, KpaTKoe cojepXXaHue (HaMMeHOBaHue,
BUA, WKNDP, KOA) Y YPpOBEHb KOHOUAEHUNANBHOCTU AOKYMEHTA, UAeHTU(UKaTop
cybbekTa AocTyna, 3anpoCUBLUEr0 JOKYMEHT;

OcyllecTBNATb perncTpaynto 3anycka (3aBeplieHnsa) nporpamm 1 npoueccos (3aga-
HWIA, 3aa4), NpeaHa3HauYeHHbIX Ana 06paboTKM 3aliuLLaeMblX (haiinoB. B napameT-
pax permcrpaumun ykasbiBaloTcs fata 1 Bpems 3anycka, uMa (MgeHTuhukartop) npo-
rpammbl (npouecca, 3agaHunsa), nageHTUGNKaTop cybbeKTa 4OCTyna, 3anpoCUBLLETO
nporpammy (npouecc, 3agaHne), pe3ynbTart 3anycka (YCnew HbliA, HEYCMeLIHbIA - He-
CaHKLMOHUPOBAHHbIN),

OcyuLecTBAATb perncTpauuto NonbITOK 4OCTyNa NporpamMMHbIX CPeAcTB (Mporpamm,
npoueccos, 3ajad, 3aflaHnii) K 3almuiaemblM (hainnam. B napameTtpax permcrpaymu
YyKasblBalOTCA AaTa v BpeMs MOMbITKM AOCTYNa K 3aluuiaemMomy (ainy ¢ ykazaHuem
ee pesynbTarta (ycnewHas, HeycnewHas - HeCaHKLUMOHUPOBaHHas), naeHTUPuKaTop
cy6beKTa AoCTyna, cneumdurKayma awuwaemoro gaina;
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OcyLlLecTBNATL PErUCTPaLMIO NOMbITOK AOCTYNa NPOrpaMMHbIX CPeACTB K Cnefyio-
WM LOMOSIHUTENbHBIM 3alMLLLaeMbiM 06bEKTAM AOCTYNa: TEPMUHANAM, KOMNbIOTE-
pam, y3nam cetun MCMAOH, nuHUAM (KaHanam) CBA3W, BHELWWHWM YCTPOCTBAM KOM-
NbOTEPOB, NporpaMmmMam, ToMam, Katanoram, gaiiam, 3anucam, nonsm 3anucei. B
napameTpax perucrpauumn ykasbiBaloTCs faTa W Bpems NMOMbITKYM AOCTYNa K 3auiu-
WaeMoMy 06BHEKTY C YKazaHWeM ee pe3ynbTaTta (ycnewHas, HeycnelwHas - HecaHk-
LMOHMPOBaHHaA), MAEHTUPUKATOP cybbekTa 4OCTyNa, cneyupuKkaLma 3auLLaeMoro
06beKTa - nornyeckoe mma (Homep);

MpoBOANTL YUET BCEX 3alULLaeMbIX HOCUTENE UHOpMaL U C MOMOLLbIO UX Map-
KWPOBKM U C 3aHECEHMEM YUYETHbIX [aHHbIX BXXYpPHan (YY4eTHYI KapTOouKy);
OcyuecTBnATb OYNCTKY (06HYNneHUe, 06e3nnUYnBaHME) 0CBOBOXAAEMbIX 06N1aCTel
OnepaTMBHOI NaMATU KOMMbIOTEPOB U BHELWHUX HakonuTenelh. OUncTka oCyLLecTB-
nseTcq OQHOKPaTHOMW MPOM3BO/ILHOW 3aNKUCb0 B 0CBOOOXKAAEMYIO 061aCTb NaMATH,
paHee MCMONb30BaHHYO ANF XpaHeHMA 3alulaeMblX JaHHbIX (Paiinos, MHGopma-
uun);

B noacucTeme obecnevyeHuns LenoCTHOCTHU:

Obecne4ynTb LENOCTHOCTb MPOrpaMMHbIX CPeAcTB 3awWwuTbl B coctaBe C3MAH, a Tak-
K€ HEM3MEHHOCTb NPOrpaMMHO cpefbl. [py 3TOM LLEeNOCTHOCTbL CPEACTB 3aluThl
npoBepseTcs Npu 3arpyske CUCTEMbI MO HaAUYUKO UMeH (MAEHTUHMUKaTOPOB) KOMMNO-
HeHT C3MH, LenocTHOCTb MPOrpaMMHON cpedbl 06ecneyYnBaeTcs OTCYTCTBMEM B
NCMNAH cpeacts pa3paboTkn u 0Tnagku nporpaMmm;

OcyuwecTBnaTb husnyeckyto oxpaHy MCMNAH (yCTPOWCTB 1 HOCUTeNen MHGpopma-
Luumn), npegycmarpusaroLas KOHTpoAb goctyna B nomeweHns WCMNAH NOCTOPOHHUX
NUL, HANW4YMe HafeXHbIX NPenATCTBUI AN HECAHKLMOHUPOBAHHOIO NPOHUKHOBE-
Hus B nomeweHna NCMNOH v xpaHunuiLe HocuTened nHopmawmnu;

MpoBOANTL Mepuoanyeckoe TecTupoBaHue GyHKUnin C3MAH npyu U3MeHEHNN NpPo-
rpammHoOW cpefbl 1 nepcoHana MCIMAOH ¢ noMowWwbio TECT-NPOrpamMmM, UMUTUPYIO L NX
nonblTkn HCA;

[LO/MKHbBI BbITh B HANMUMK cpefcTBa BoccTaHoBneHnsa C3MAH, npegycmatpusatoLue
BefeHUe ABYX KOMUI NporpaMMHbIX CPeACTB 3aWuTbl MHDOpPMaLUK, UX nepuognde-
CKoe 06HOBNEHNE N KOHTPO/b paboToCnOCO6HOCTH;



MpoBoAUTbL NPOBEPKY LLENOCTHOCTU MoAynel cpefcTsa 3awutbl ot NMMB, Heo6xo-
OUMbIX 4151 €70 KOPPEKTHOr0 (hYHKLMOHUPOBAHUS, NPU ero 3arpyske ¢ MCnoab3oBa-
HWEM KOHTPO/NbHbIX CYMM;

ObecneynTb BO3MOXHOCTb BOCCTAHOBNEHUA cpeacTBa 3aWwuTbl oT MMB, npegycmar-
puBaloLas BefjeHne ABYX KONWA MPOrpaMMHOro CpeacTB 3aliUThl, €ro nepuogmnye-
CKoe 0O6HOBJIEHME M KOHTPONbL PaboTOCNOCO6GHOCTH;

Peann3oBaTb MeXaHW3Mbl MPOBEPKU LE/OCTHOCTM NaKeTOB 06HOBMEHUI CpeAcTBa
3awnTbl oT NMMB ¢ ncnonb30BaHWEM KOHTPOJIbHbLIX CYMM;

MpoBOANTL pe3epBHOE KonMpoBaHue MAH Ha OTUYY)XX4aeMble HOCUTENN UHpOPMaLUW;

B nogcucTeMe aHTUBUPYCHON 3alUThbI:

MpoBOoAMTL aBTOMATUYECKYI NPOBEPKY Ha Hanuuue Bl nnn nocnegcteuii NMMB
npm umnopTe B UCMAH BCex NporpaMMHbIX MoAynel (NpUKNagHbiX NporpaMmm), Ko-
TOpble MOTYT cogepXaTtb BI1, N0 ux TUNOBbLIM WabaoHaM U C NOMOLLbLIO 3BPUCTUYE-
CKOro aHanmsa;

Peann3oBaTb MexaHW3Mbl aBTOMaTM4eCKOro 6/10KNMpoBaHUs 06Hapy>XeHHbIX Bl ny-
TEM WX y[afeHWa U3 NporpaMMHbIX MOAYNER NN YHUUTOXEHUS,

PerynapHo BbINOAHATL (NpU NepBOM 3anycke cpeacTs 3awuTbl MAH oT NMMB u ¢ yc-
TaHaBIMBaeMO NepUOLUYHOCTLIO) MPOBEPKa Ha NpeaMeT Hanmuma B HUX BIT;

JomkHa nHMLnmMposatbca aBTomaTmuyeckas nposepka VICTMAH Ha npegMeT Hannyums
BN npu BbiBAeHUN akta NMMB;

Peann3oBaTb MexaHW3M OTKaTa A/ yCTaHaB/AMBAeMOro YMcna onepauunii yaaneHus
BIM 13 onepaTUBHO MAN MOCTOAHHOW NaMATK, U3 NPOrpamMMHbIX MOAYNen N Npu-
KMafHbIX NporpaMmm Mam NporpaMMHbIX CPeLcTB, cofepxawmnx Brl.

OononHutensHo B UCMOH A0/MKEH NPOBOANTHLCA HENPEPbLIBHbIA aBTOMATUUYECKUIA
MOHUTOPUHI MH(OPMAaLMOHHOTO 06MEeHa C BHELLHE CETbIO C Liesblo BbisiBeHns BI.

KoHTponb otcyTtcteua HAB B MO C3U



[ns nporpammHoro obecneyeHus, UCnosb3yeMoro npu 3awute nHpopmaLumn B
NCNAH (cpefcTs 3aWmThl UHQopmauum - C31, B TOM YMc/ie U BCTPOEHHbIX B 061 e-

1 CUCTEMHOE M NpUKNagHoe nporpaMmmHoe obecneyveHme - MO), gonxkeH 6bITb 0b6ecne- + + +
YeH COOTBETCTBYHLINIA YPOBEHb KOHTPONA OTCYTCTBMA B HeM H/AB (He geknapupo-
BaHHbIX BO3MOXHOCTEN).
Vil OGHapyXeHue BTopXeHUin B MCMAH
O6Hapy>XeHWe BTOPXEHU fOMKHO 06ecrneunBaTbca NyTeM MCMNOMb30BaHUA B COCTa-
Be ICTOH nporpamMHbIX WM NporpaMmHo-annapaTHbIX cpeacTs (cuctem) obHa- + + .
pyXeHuns BTopxeHuii (COB).
1 Heobxoaumo o6g3aTenbHOE UCMONb30BaHME CUCTEMbI 06HAPYXXEHUS CETEBbIX aTak, + ) i
MCNONb3YyHLWNe CUTHATYPHbIE MeTOAbl aHann3a
5 Heob6xoanmo 0653aTelbHOe MCNOMb30BaHNE CUCTEMbl OOGHAPYXEHUA CeTeBbIX aTak, ) + +

MCNONb3YyHLWNe CUTHATYPHbIE MeTOAbl aHann3a n MeToAbl BbISIBIEHUA aHOManuii

VI 3awmta NCMAH oT N3IMUH

[ns 06paboTKM MHpoOpMaLmMy Heob6xoaumMo ncnonb3osate CBT, yaoBaeTBOpstoLLME

TpeboBaHMsAM cTaHAapToB Poccuiickoii degepaynmn no 3NeKTPOMarHUTHOI COBMEC-

TUMOCTM, NO 6€30MaCHOCTN M 3PrOHOMUYECKUM TpeboBaHUAM K cpefcTBaM oTo6pa- + + +

1 XEHUs MHPopMaLnu, No cCaHMTapHbIM HOPMaMm, NPeAbABASEMbIM K BUAEOAMCNNEN-
HbIM TepMuHanam M3IBM (Hanpumep, TOCT 29216 91, TOCT P 50948-2001, rOCT
P 50949-2001, TOCT P 50923 96, CaHlNMuH 2.2.2.542 96).

IX OueHka cooTBeTcTBUA VCMAH TpeboBaHnaM 6e3onacHocTy MAH

1 MpoBecTn 064a3aTeNbHY0 cepTuunkayuto (aTtectaumio) no TpebosaHmsam 6esonac- i + +
HOCTW MHOopMaLUK;

2 [eknapnpoBaTb COOTBETCTBME UNKN 0653aTeNbHYO cepTUPuKayuto (aTtectaymio) no + ) i

Tpeb6oBaHNAM 6€30MacHOCTM MH(OpMaLnmK (MO pelweHnto onepaTopa);
Mpumeyanmne: Ana NCIMAH 4 Knacca nepeyeHb MeponpuaTnii no 3awmnte MAOH onpeaenseTcs B 3aBUCMMOCTU OT yulepba, Ko-

TOPbIA MOXET GbITb HAHECEH B CNeACTBUM HECAHKLMOHNPOBAHHOIO MM HenpefHamMepeHHoro goctyna K MAH.



